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Why one should change password for the database user people?
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| have seen in many client sites, the password for user people is default password. If someone wants to get the details of
the secure tables like PSOPERDEFN, they can do so if they know the thsname details of the database by using people
user id.

Try this in your production database from your PC from DOS prompt [you should have oracle installed and have the tns
entry for your production DB]

Sqlplus people/defaultpassword@yourproductiondbSID

Select * form psoprdefn;

It would give you all the details in your prod db. Even though they can not use it to login to your production DB or update
the data in that table, they can get some vital information like OPRID, OPRDEFNDESC, EMAILID, ACCTLOCK,
LASTSIGNONDTTM etc.

And someone who knows how to use them, then you are exposing your data to others, which is a SOX breach.

PS: - | have not mentioned what is default password here for obvious reasons.
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